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Ironman – network surveillance infrastructure

Most work within network security deals with preparing for what could happen rather than sitting back and monitoring the traffic (looking at what is happening). Changes within the information security arena are happening quickly and the infrastructure has to be able to reflect these changes. 

Within a network there are a large number of nodes to protect including large numbers of protocols, ports, services and applications. Ironman sits in a network management environment and provides visual and oral sensory stimuli allowing the user a view of both the traffic on the network as well as the systems that are being protected. 

It provides the user the ability to define a policy region within 3d space allowing the user to easily see if certain nodes have not implemented the policy correctly. Ironman also fuses and manages sensors as well as analyzing, collecting and storing data, giving the user a variety of ways of viewing it. It aids the user in capturing highly transient events such as port scanning by different machines over time. Scenario generation and detection, risk analysis etc. can be modeled within this environment.

Research in this area has thrown up a number of questions:

Is familiarity or efficiency better within visualisation?

Is visual literacy something that is learnt? If so is it the skill of the writer or that of the reader that is important? 

When a system is first presented, then changed at a later date how confusing is it to the user? How much does a user imprint on the first visualisation? 

Audience discussion:

1. Have the displays within Ironman been evaluated? 

No formal evaluation has happened, though a prototype system is being installed within the Information Operations team at DREO and feedback is expected on the system. Further evaluation on the visualisation will be happening within the next year. It is important to keep the correct balance between what is possible with visualisation technology and what is the sensible visualisation to use. Sets of trial ideas are needed to test what is possible to do – what are the limits etc.

2. Measuring the user response to the Ironman environment.

The user is encouraged to navigate through Ironman, though it is difficult to find a way of measuring how people navigate through virtual space.

