Chet Macaig  - Data mining and concept clustering in determining the nature of a network attack

Commonly most effort within the Information Assurance (IA) arena has been focused at finding the attack signature but protection, detection and reaction all need to be visualised. 

As humans and machines are tuned in to see specific patterns there is a need to visualise data/information in different ways to see odd or unusual patterns. The results of one visualisation should then be able to be added into another visualisation giving the user another chance to gain more understanding from the data. 

Within network management very little work has been done on the correlation between the cyber and the real world in an operational environment. It is important to do this in order to show the way that the availability of the communications network (both blue and red) could affect the operation.

In order to do this the operations communications structure has to be mapped. This includes both the hardware and how networks are connected to each other e.g. via other countries networks (whether civil or military) for both the blue and red forces. It also needs to highlight the capacity and real structure of the red theatre communication links and how they can be effected.

The aim is to fuse IA and network management into a common enterprise picture.

